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LLM Safety From Within: Detecting Harmful Content with Internal Representations
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Generalization & Streaming

e Prior guard models generate a verdict, . .
decoo?ing only the tegrminal layer. §afeguard with !nternal Epresentatloﬂ

e Previous work demonstrates that internal
layers encode rich safety-relevant i
features that guards leave unused. generate a label from

e Unseen Think traces: +11.2 F1 (8B);
Llama3-1B guard is close to chance.

SIREN (ours) o Stregming: SIREN needs no extra
training and beats Qwen3Guard-Stream.

Prior guard models

use internal features
the final |ayer Qn|y frOm the WhOle mOdel Generalization on Think (reasoning backbones).

e Probing studies confirm internal states
capture fine-grained safety concepts. o
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Streaming detection rate vs. latency.
LLM Layers

Research question

Can we harness an LLM's internal
representations to build more powerful
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SIREN outperforms SOTA fine-tuned guard
Stage 1 - Safety neurons models on all 4 LLM backbones
e Extract residual-stream activations;
m_ean-poo.l over tokens, per layer. Backbone Method ToxiC OAIMod Aegis Aegis2 WildG RLHF Beaver Avg Internal Safety Encoding (iscussion
* Fitan L1 linear probe (harmful vs. safe) Qwen3-0.6B SIREN 816 913 824 821 865 916 83.585.6

on every layer.

e Rank neurons by weight magnitude |w|; Guard 82.0 759 788 820 89.1 869 77.1817
keep the top set until cumulative weight Llama3.2-1B SIREN 80.0 929 821 82.7 86.5 92.0 83.7 85.7

> 1. Guard 63.3 675 595 726 786 833 70.070.7

» Gives sparse per-layer safety neurons Qwen3-4B SIREN 835 912 829 834 883 932 84.386.7
(=0.6 —~1.75%).

e Middle layers encode safety best.

e Cross-layer aggregation tops every
individual layer.

Layer-wise probe F1 vs. SIREN (Qwen3-4B).

1.0
- - Guard 84.9 /8.3 782 825 90.6 89.2 80.1 83.4
Stage 2 - Adaptive aggregation - .
® We|ght each |ayer by |tS Valldatlon F‘I (Ck/) Llama3.1-8B SIREN 83.1 92.0 82.9 829 86.7 925 83.8 86.3 ., T oo o o o o o o e e o e e e e e
prioritize informative layers. Guard 722 853 671 78.0 81.3 862 68.877.0 c 08 reogts sfefaf? . 4
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e Concatenate o-weighted saiety neurons Table 1: Macro F1 (1); SIREN vs guard model on same backbones. sorf @
across all layers. o 2~
: : : Cp 0.61., ° ® , o
e Train a lightweight classifier on the | | [ T oy e rrones
concatenated neurons. 0.5 Guard

e Fully plug-and-play; no changes to the 60 5 10 15 20 25 30 35

: Layer Index
underlying LLM.
Efficacy Efficiency
e Beats the matched guard on all 4 backbones; up to +15 F1 (Llama-3.2-1B). e 250x fewer trainable params (14M on 4B); trains in 6 A100-GPU-hours.
e Consistent precision/recall; guard models swing widely across datasets. e More than 4 x fewer inference FLOPs: SIREN needs only a single forward pass.
Precision—recall: x SIREN stays near the diagonal; e guards scatter. Trainable parameters (left) and inference FLOPs (right), log scale.
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